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Abstract

Runtime verification (RV) now scales for testing in thousands of
open-source Java projects, helping find hundreds of bugs by mon-
itoring test executions against formal specifications (specs). The
popular Python ecosystem could use such benefits. But, current
Python RV tools are limited to a domain or spec logic, or they are
slow. We present PyMOP, a generic, extensible, and more efficient
Python RV tool. PyMOP supports five logics, implements five mon-
itoring algorithms, ships with 81 specs, and supports three instru-
mentation strategies. On 48,090 unit tests in 839 GitHub projects,
we find mainly that (i) PyMOP is up to 419.23x faster than two
recent dynamic analysis tools; (ii) Expensive instrumentation is a
main cause of RV’s runtime overhead for Python; and (iii) 84 of
156 bugs that PyMOP found were confirmed or fixed by developers.
PyMOP’s genericness and efficiency position it well as an excellent
platform for the next advances on RV for Python. PyMOP is at
https://github.com/SoftEngResearch/pymop and a video demo is at
https://pymop.zhuohangshen.com/demo.
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1 Introduction

Runtime verification (RV) [21, 30, 54] monitors program executions
against formal specifications (specs). RV has been used to mitigate
failures and attacks in deployed software [13, 17] and to amplify
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the bug-finding ability of tests. RV of passing tests in thousands of
Java projects against specs of correct usage of JDK API protocols
helped find hundreds of bugs that testing alone missed [19, 33, 40].

Despite these advances, RV tools are still limited for Python,
an increasingly important software ecosystem [59]. For example,
PythonRV [50] works only for a fragment of Python syntax, and its
overheads were not evaluated. LogScope [1] and PyContract [10]
analyze logs offline; they do not work online, e.g., during continuous
integration (CI). Domain-specific Hat-RV [63] and VYPR2 [11, 27]
only target embedded systems and performance monitoring of web
services. DynaPyt [16] and DyLin [15] are dynamic analysis tools;
their manually written “checkers” can be seen as RV monitors.

In sum, Python RV tools today have one or more of these limita-
tions: (i) They are hard-wired to a spec logic, but no logic can express
all specs [52] and users may want other logics [57]. (ii) Those that
use logic, e.g., linear temporal logic (LTL), can only monitor regu-
lar patterns; not context-free patterns [39]. (iii) Those that require
manually writing monitors cannot use algorithms for synthesizing
efficient monitors from specs [22, 23, 38, 39, 53, 55, 56, 58]. (iv) None
uses the parametric monitoring algorithms [51] that helped RV scale
for testing in Java. (v) None was evaluated at scale with dozens of
specs and hundreds of projects, as was done for Java [19, 26, 33, 34].
(vi) None supports online and offline monitoring.

We present PyMOP, a generic, extensible, and more efficient
Python RV tool that addresses these limitations. PyMOP is generic
in four ways. First, it is not hard-wired to a logic, and users can
extend it with plugins for more logics. PyMOP ships with five
logic plugins (with more planned in the future): past- and future-
time LTL, extended regular expressions (ERE), finite-state machines
(FSM), and context-free grammars (CFG). Second, PyMOP does not
require an external domain-specific language (DSL); users can write
specs directly in Python via an embedded API (i.e. an internal DSL),
or in a JSON-like syntax. Third, PyMOP has an API to support
different parametric monitoring algorithms (currently five), with
documentation in our artifact on how to extend it. PyMOP also
supports three instrumentation strategies. Lastly, PyMOP is not do-
main specific—its current specs are about APIs in Python itself and
also in widely-used libraries, e.g., Tensorflow (machine learning),
SciPy (scientific computing), and Pandas (data analysis).

PyMOP’s efficiency comes from two sources: it (i) automati-
cally synthesizes efficient monitors from specs; and (ii) uses para-
metric trace-slicing based monitoring algorithms [51]. PyMOP is
the first Python instance of Monitoring-Oriented Programming
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1{ "Description": "Detects TOCTOU...",

2 "Variables": {"checked_files": "set"},

3 "Formalism": "fsm",

4  "Formula": "s@ [use -> s1, check -> s2] s1 [use -> s1, check

-> s2] s2 [use -> s3, check -> s2] s3 [use -> s3, check
-> s2] alias Violation = s3",

5 "Creation_Events": ["check"],

6 "Events": {

7 "After": {

8 "check":[["os","access"]],"use":[["builtins",6 "open"]1]1}},

9 "Event_Actions": {

10 "After": {

1 "check": "self.checked_files.add(f)", "use": "return file
in self.checked_files" }3},

12 "Handlers": {"Violation": "Security threat! ..." } }

Figure 1: TOCTOU spec in PyMOP’s JSON-like frontend.

(MOP) [7], which scales well for simultaneous monitoring of multi-
ple specs [37]. PyMOP could play a similar role for Python to what
JavaMOP [29] played for Java; JavaMOP has been widely used for
decades [4-6, 14, 19, 20, 25, 28, 29, 32, 35, 38, 42, 43].

Our evaluation is the largest for Python RV so far; it uses (i) 48,090
unit tests in 839 projects from many domains: machine learning,
data processing, infrastructure-as-code, blockchains, etc.; (ii) three
tools: PyMOP, DyLin, and DynaPyt; and (iii) 81 specs that we write
about correct API usage in Python and widely-used libraries. For
context, the prior largest real-world evaluation of RV for Python
used 11 projects and 15 specs [15]. Without monitoring third-party
libraries, PyMOP is up to 356.23x faster than state-of-the-art (SoTA)
DynaPyt and DyLin. But, on average, PyMOP is 26.07x slower than
running tests without RV and consumes 5.67x more memory. When
monitoring libraries, PyMOP is up to 419.23x faster than DynaPyt
(DyLin does not support libraries), while being 180.39x slower and
using 8.69x more memory than running tests. So, future work is
needed to speed up Python RV. Separately, PyMOP finds many
violations that the SOTA miss. We reported 156 bugs that PyMOP
helped us find; developers have so far fixed or confirmed 84. PyMOP
and our data are at https://github.com/SoftEngResearch/pymop.

2 Illustrative Example

TOCTOU Spec. “Time-Of-Check to Time-Of-Use” (TOCTOU) vul-
nerabilities [41] occur when attackers can exploit the time
between checking permissions on
file f and using f, e.g., by replac-
ing f or changing f’s contents or
permissions [3, 61]. PythonDocs de-
scribe TOCTOU [49]: “Using access()
to check if a user is authorized to e.g.
open a file before actually doing so
using open() creates a security hole”.
Figure 1 shows PyMOP’s TOCTOU
spec, using PyMOP’s JSON-like syn-
tax (users can also write specs directly in Python). That spec de-
fines a FSM monitor. Using that FSM, PyMOP monitors all files
that are used as arguments in os.access() calls and raises a se-
curity violation if a subsequent open() call uses one such file.
In Figure 1, Description is a summary, Variables is the set
checked_files of files tracked at runtime, Formalism is the spec
logic (FSM in this case), Formula is the FSM in text form (Figure 2
visualizes it), and Creation_Events means the check event should
trigger monitor synthesis at runtime. Events maps the check event
to os.access() calls and the use event to builtins.open() calls.

use
Figure 2: TOCTOU’s FSM.
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Event_Actions tell monitors what to do when events occur (e.g.,
add f to checked_files on check events). Finally, Handler code
is run if the FSM reaches a violating state; it can be any, e.g. error
recovery, code. But, for testing, we print a message. A complete
description of the spec syntax is available in our artifact.

TOCTOU violations found by PyMOP. We reported three TOC-
TOU violations that PyMOP helped us find; one was accepted, and
the other two are pending. The accepted violation was in mycli[12],
a popular command-line MySQL interface with 680 forks and 11.9K
stars. That violation was in a function that reads passwords from a
file. Figure 3 simplifies the vulnerable code (lines 1-5, which yield
the violating trace os.access(f)~»open(f)) and our fix (lines 6—
10). Our fix, which was merged by mycli developers, replaces
explicit access checks with more secure exception handling [3].
Verifying behavioral prop-
erties like TOCTOU stat-
ically can be challeng-

1 # Vulnerable version:
2 if os.path.isfile(password_file) and
3 os.access (password_file, os.R_OK):

4 with open(password_file) as fp: ing; one violation [44]
5 return fp.readline().strip() involves check and use
6 # Fixed version: X

7 try: across functions. Inter-
8 with open(password_file) as fp: procedural static anal—

9 return fp.readline().strip()
10 except FileNotFoundError: ...

Figure 3: A TOCTOU violation [12].

ysis would be needed
to verify TOCTOU here.
Specs with multiple ob-
ject types as parameters, plus the need to reason about library
code would make static analysis slower [60].

3 PyMOP

Architecture. Figure 4 shows PyMOP’s architecture, supporting
both offline and online RV. Offline RV [1, 9, 10] logs signaled events
for postmortem analysis. Online RV monitors (but does not log)
events as they are signaled. PyMOP has three main components:
Monitor Synthesizer, Instrumenter, and Monitoring Engine. The
first two are identical for offline and online RV. Monitor Synthe-
sizer (@) uses logic plugins to compile specs (diamonds) into code
(circles) from which the Monitoring Engine (@) synthesizes moni-
tors (filled circles) at runtime. Instrumenter (@) rewrites the code
and tests to signal events at runtime. Monitoring Engine (@) syn-
thesizes, dispatches events to, and garbage collects monitors. By
separating monitor code generation from monitor synthesis, Py-
MOP performs potentially time-consuming monitor code synthesis
once, reducing runtime overheads and allowing the Monitoring
Engine to focus on synthesizing monitors (and garbage-collecting
them) at runtime. PyMOP’s modularity enables extensibility.

Implementation. We briefly discuss parts of how PyMOP works.
@ Monitor Synthesizer. PyMOP invokes JavaMOP’s mature and well-
tested monitor-synthesis plugins for ERE, FSM, past- and future-
time LTL specs. Doing so sped up our PyMOP development. But, we
implement a new CFG monitor-synthesis plugin in Python, show-
ing how to add native logic plugins. All plugins produce monitor
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1{ "TOCTOU_FileOpen": {

2 "last_event: vulnerable_open, \
3 message: Spec - TOCTOU_FileOpen : Security threat! Using
access()... \

file_name: path/to/project/file.py, \

line_num: 42": {

"count": 3,

"test": [
"tests/test_example.py::test_case_1",
"tests/test_example.py::test_case_2"

1333
Figure 5: PyMOP’s JSON report for a TOCTOU spec violation.

S0 ®~wou a

templates (circles in Figure 4) from which runtime monitors are syn-
thesized at runtime. For ERE, FSM, and LTL, that template defines an
FSM. For CFG, that template defines a push-down automaton [39].
@ Instrumenter. PyMOP supports three instrumentation strate-
gies: (i) Python-level monkey patching only [24], (ii) Python-level
monkey patching plus C-level monkey patching via the curses
function in forbiddenfruit [8], and (iii) Python-level monkey
patching plus AST transformation [48]. Using these strategies, Py-
MOP rewrites the code under test (CUT), libraries, and the Python
runtime to signal events right before or after they occur at runtime.
Our appendix [45] discusses in greater detail the trade offs in capa-
bility and cost among these three strategies. Strategy (iii) achieves
the best balance in practice: while alternative strategies can be
faster, they miss many events (particularly for methods that are
implemented in CPython). In contrast, AST-based instrumentation
provides more complete event coverage with lower speed, and we
therefore recommend it as the default in PyMOP.

® Monitoring Algorithms. RV specs are often parametric, meaning
that a behavioral property must hold for all sets of related objects.
For example, a parametric PyMOP spec is PyDocs_MustSortBefo
reGroupBy: for each list L, if itertools.groupby(L,...) is called,
then L must have been previously sorted. This spec has two pa-
rameters: L and groupby’s iterator. So, RV must check that all
such (L, iterator) pairs created at runtime are correctly moni-
tored. Trace-slicing algorithms [51] were proposed for correct and
efficient monitoring of parametric specs, and they are at the heart
of why the MOP approach to RV scales. Intuitively, for each spec,
a trace-slicing algorithm decomposes the program trace into sub-
traces per parameter sets. Then those parameters are “forgotten”
and each sub-trace is monitored in a non-parametric way.

We implement five trace-slicing algorithms in PyMOP: A(X),
B(X), C(X), C*(X), and D(X) (see [51] for details). A(X) is offline
RV and only checks one spec at a time. The others are for online
RV; C(X), C*(X), and D(X) are optimized versions of B(X) and
we implement them all because they make different time and space
trade offs that can make them faster or slower than one another in
different projects. The default monitoring algorithm in PyMOP is
D(X): it performed best most frequently in our early experiments.
Specifications. PyMOP ships with 81 specs that use all its logic
plugins. We manually write these 81 API-level specs of the Python
language (Python specs) and of widely-used Python libraries (Li-
brary specs). To do so, we follow Lee et al. [37]’s procedure for
obtaining API specs. We first search API docs for hints on API us-
age constraints captured in sentences with “should”, “only”, “must”,
“note”, etc. (Our artifacts contain the complete list of keywords.) We
then manually check if specs should be written for these sentences.
Of 81 specs that we write, 61 are Python specs and 20 are library
specs for nltk, requests, tensorflow, flask, tornado, and scipy
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(click links). 11 of these 81 specs are from DyLin; we plan to trans-
late more in the future. Also, others can add specs using PyMOP’s
logic syntax in Python, or its JSON-like syntax.

Outputs. PyMOP generates a report containing all unique viola-
tions and the file path, line number, frequency, last triggering event
and triggering test cases for each unique violation. Users can choose
among report formats: plain text, JSON, or a JSON file. The default
output format is JSON, e.g., Figure 5 for a TOCTOU violation. For
each spec, violations are grouped by program location; each entry
records the last triggering event (last_event), an optional diag-
nostic message (message), the location (file_name and line_num),
and metadata including the number of occurrences (count) and
triggering test cases (test).

4 Installation and Usage

Installation. Users can install PyMOP via Docker or by directly
installing PyMOP on a host machine using pip:

# Option 1: Using Docker

$ docker run -it softengresearch/pymop

# Option 2: Installing on host machine

$ pip install . # Run in PyMOP root directory

Usage. To use PyMOP, users must first set the PYTHONPATH environ-
ment variable to PyMOP’s library. Then, the PYMOP_SPEC_FOLDER
option must be set (via an environment variable or a configura-
tion file, e.g., .pymop_env) to the directory containing all specs to
monitor. Finally, the user runs their program (we run tests).

# Enable PyMOP:

$ export PYTHONPATH=~/pymop/pythonmop/pymop-startup-helper
# Set specs folder via an environment variable:

$ export PYMOP_SPEC_FOLDER=~/pymop/specs-new

$ pytest tests # Run tests

Options. PyMOP provides many options for customizing its be-
havior. Detailed descriptions of these options are in our artifact.

5 Evaluation

Evaluated Projects. We use 839 projects where tests pass with
and without PyMOP (for fair comparison). We obtain these projects
in two steps. First, we use GitHub’s REST API to find 631 projects
whose manifest files mention libraries that we have specs for. Then,
we use GitHub’s Search to find 208 more spec-related projects that
use pytest. Table 1 shows summary statistics about all 839 projects.
The minimum number of tests is one, since prior work showed that
RV incurs high overhead even in projects with few tests [19]. Some
minimum values for other metrics may appear small (e.g., projects
with only two commits). We verified that these values are correct
and chose to keep them, as PyMOP found violations in them.
Running Experiments. We run all experiments on a server with
AMD® EPYC® 7763 64-Core Processor with 4 virtual CPUs and
15GB of RAM, and Ubuntu 24.04.2 LTS, using Docker.

5.1 Results

Comparing PyMOP with the SoTA. We compare PyMOP with
SoTA DynaPyt and DyLin on 483 of 839 projects (DyLin and Dy-
naPyt fail on the other 356), using 26 specs supported by all three
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Table 1: Statistics on 839 evaluated projects: no. of tests (#Tests), time
w/0 RV in seconds (time), size (SLOC), no. of commits (#Sha), age in
years (Age), no. of GitHub stars (x), no. of events (evt) and monitors
(mon) while running tests with RV. “n/a” are meaningless sums.
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Table 2: Sums across all 483 projects of end-to-end time (in hours),
unique violations, and average memory usage (in MB) for tests with-
out RV, PyMOP, DynaPyt, and DyLin.

w/o RV PyMOP DynaPyt DyLin PyMOP DynaPyt
(no libs) (no libs) (no libs) (w/libs) (w/ libs)

#Tests time  SLOC #Sha Age * evt mon
Avg 57.3 2.5 57,820.2 3379 6.2 3265 3.0x10° 1,297.2
Med 11 0.6 2,417 95 5.8 19 2,306 107
Min 1 0.2 54 2 0.6 0 17 19

Max 3,525 133 8.4x10° 31,925 16.4 34,636 6.1x10® 1.4x10°
Sum 48,090 2,140 4.9x107 n/a n/a n/a 2.5x10° 1.1x10°

tools (11 from DyLin and 15 from PyMOP). We use DynaPyt and
DyLin as baselines, but they were only previously evaluated only
on CUT [15, 16]. With input from their authors, we add support in
DynaPyt to also enable evaluation on third-party libraries. DyLin
cannot monitor libraries.

Table 2 compares the absolute time summed across all 483 projects
(in hours), total violations, and average memory usage for tests
without RV, PyMOP (with and without libraries), DynaPyt (with
and without libraries), and DyLin (without libraries). There, the
first three rows show instrumentation-only, monitoring-only, and
end-to-end times in hours; the later is the sum of the former two.

PyMOP has the lowest instrumentation-only, monitoring-only,
and end-to-end times without libraries, and also with libraries.
When not monitoring libraries, PyMOP is up to 356.23x faster than
DynaPyt (avg: 3.74x), up to 352.79x faster than DyLin (avg: 3.63x).
When monitoring libraries, PyYMOP is up to 419.23x faster than
DynaPyt (avg: 163.26x). Also, PyMOP with and without library
monitoring consume slightly more memory than DynaPyt and
DyLin, suggesting that PyMOP’s significant time improvement over
SoTA comes with a small additional memory overhead. In all three
tools, instrumentation times are a main cause of RV overhead. So,
future work should investigate faster instrumentation for Python.

When not monitoring libraries, PyMOP finds 11 and 12 more vi-
olations than DynaPyt and DyLin, respectively, due to analysis sim-
plifications in DynaPyt and DyLin that trade safety for performance.
PyMOP seemingly misses two violations reported by DynaPyt and
DyLin, but those are false positives caused by bugs in DynaPyt and
DyLin. When monitoring libraries, PyMOP finds 87 more violations
than DynaPyt due to said simplifications and bugs. But, PyMOP
misses nine violations in code that runs pre-importation, before
PyMOP gets a chance to instrument libraries (which happens after
libraries are imported). Our future plans include the elimination of
these violations missed by PyMOP in third-party libraries (not in
the CUT). We reported the two false positives observed in the CUT
to the DynaPyt and DyLin authors [46, 47].

PyMOP vs. running tests without RV. We measure the time
and memory usage when running tests with and without PyMOP
using all 81 specs and default options: instrumentation via ast and
monitoring algorithm D(X). Across all 839 projects, PyMOP is on
average 26.07x slower than without RV (max: 2,217.8x) when not
monitoring libraries. In absolute terms, PyMOP slows tests down
by 47.29 seconds on average, and as much as 2.18 hours. Also, on
average, PyMOP consumes 5.67x (or 0.21 GB) more memory than
without RV, with a max of 28.07x (or 1.52 GB). When CUT and
libraries code are monitored, PyMOP’s runtime overhead is, on
average, 180.39x (or 5.72 minutes), and up to 17,977.83x (or 5.25

Instr. - 0.43 1.33 1.32 1.42 263.53
Monitoring - 0.76 3.37 2.58 2.78 11.42
End-to-End 0.24 1.19 4.7 3.9 4.2 274.94
Violations - 37 28 27 128 50
Memory 45.11 178.41 56.43 57.78  212.35 76.52

hours). Also, PyMOP uses 8.69x (or 0.39 GB) more memory than
without RV, and up to 184.17x (or 11.71 GB) more. The higher
memory overhead is primarily due to maintaining large numbers
of monitor instances and internal data structures, but could be
mitigated through more efficient data structures [28]. Table 2 shows
that these runtime overheads are lower than those of the SoTA. But,
prior work on speeding up JavaMOP could be adapted in the future
to make PyMOP faster [18, 20, 31, 36, 62].

Bugs Found. We have so far inspected 271 violations in 124 projects.
156 are true bugs, 100 are false alarms (i.e., the violated spec is
buggy), and 15 are not fixable (i.e., the repository is no longer pub-
lic). These false alarm rates are so far lower than those reported
for Java [33, 34] and we will improve our specs to reduce them. We
also plan to investigate developer-in-the-loop spec refinement and
explore automated filtering of false alarms. We reported all 156 true
bugs to developers, 84 were confirmed or fixed, nine were rejected,
and 63 are pending. Among the 84 confirmed or fixed bugs, 13
involve improper resource cleanup, 28 are performance-related API
misuses related to inefficient membership checks or string concate-
nation, and 12 violate API call-ordering constraints. The remaining
31 bugs reflect violations of API documentation recommendations,
including deterministic test seeding, input normalization, and edge
case handling in built-in APIs such as all and any.

6 Limitations and Future Work

We plan to evaluate PyMOP on deployed programs, add monitor-
synthesis plugins for other logics, e.g., [2, 38], and add support
for instrumenting Python type checkers implemented in C and
library-level dictionaries. Also, future work on evolution-aware RV
techniques for Python could further speed up PyMOP by focusing
on code affected by changes during CI [36].

7 Conclusion

PyMOP is the first MOP instance for Python. It is generic, supporting
five monitoring algorithms, three instrumentation strategies, and
five spec logics (with 81 specs written), and features to add more of
these. PyMOP is also more efficient than the SoTA, as our large-scale
evaluation with 839 projects shows. PyMOP has so far helped us
find 156 bugs during testing of open-source projects.
Acknowledgments. We thank the anonymous reviewers for their
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